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Solution Use Case 
This solution is relevant for Banks that want to implement an online KYC/ ID Proofing of end 
users to on-board them as customers for its financial services (E.g. CASA/ Loan etc.).  
The solution provides the capability for Banks to do the online KYC of its customers with the 
requirement of a supported smartphone device without the need to supply or procure any 
additional hardware attachments/ sleeves/ add-ons for these mobile devices. 

Proposed Solution  
EZMCOM proposes its ID Proofing solution that leverages the NFC interface on mobile devices 
and the ICAO specification to read the Identity Document (ID), check for its authenticity, submit 
the ID document data, and verify the photo of user in the ID with the authorized user to perform 
a KYC. 
 

 
 
In most countries nowadays the passport is an ICAO compliant ePassport. The ICAO 
specifications allow reading of the Passport data protected with Basic or Extended Access 
Control. The data sets read from the Passport is also accompanied with their hash values and 
digital signature. This allows the reader to verify the integrity of the data. The digital signatures 
are verified using the Public Key Cryptography standards. 
 
Alternatively, for users who don’t have an NFC capable mobile device (E.g. iPhone or other 
mobile devices without NFC) EZMCOM provides the option of verification of supported1 ID 
(E.g. National ID Card/ Driving License) by leveraging the camera of the mobile device and 
scanning the ID for its authenticity. 
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The solution performs a biometric facial recognition of the user against the photo of the user 
contained in the ID. 
 
EZMCOM’s Fusion Biometric Authentication (FBA) is a combination of Face & Voice 
recognition on mobile devices. It uses the front facing camera of mobile devices and the mic as 
sensors to capture and verify biometric credentials of the user. 
 
EZMCOM’s FBA is designed with two key criteria in mind: Security & Ease of use.  Ease of use 
is an important criteria and EZMCOM’s solution provides a fast and easy training procedure 
that would take under 20 seconds to enroll. A highly responsive approach is also provided that 
could be done with one hand holding the phone and entrance into a device or application in a 
matter of a second. EZMCOM’s FBA accomplishes this without any unnatural or intrusive 
maneuvers and give the right user the ability to securely authorize without a lot of repeated 
attempts to enter.  

User experience with the proposed solution 
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Security, Trust and Reliability of Proposed Solution 

ID Proofing with ePassport  
There are more than 100 States and non-state entities (i.e. United Nations) currently issuing 
ePassports, and over 490 million ePassports in circulation. ePassports add a layer of security 
to traditional non‑electronic passports by embedding an electronic chip in the passport booklet 
that stores the biographical information visible on page 2 of the passport, as well as a digital 
security feature. This digital security feature is a country specific "digital signature." These 
digital signatures are unique to each country and can be verified using their respective 
certificates.  
 
Trust Chain 
A digital signature on an ePassport is derived from the issuing State's security certificates—the 
Country Signing Certification Authority (CSCA) Certificate and the Document Signer Certificate 
(DSC). Together, the signature and certificates form a trust chain wherein one end is securely 
anchored in the authority of the issuing State and the other end is securely stored in the chip of 
the ePassport as the Document Security Object. 
  

To validate the United Kingdom ePassport, EZMCOM’s retrieves the Document Security Object 
from the chip using an NFC interface. Its authenticity, and by implication the authenticity of the 
ePassport, is proven if the signature checks against the DSC and if the DSC checks against 
the CSCA certificate.  
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Country Signing Certification Authority (CSCA) Certificate 
Each State issuing an ePassport establishes a single Country Signing Certificate Authority 
(CSCA) as its national trust point in the context of ePassports. CSCA certificates are generated 
by the CSCA and are generally valid for periods of three to five years. As the anchor in the trust 
chain, CSCA certificates are often exchanged bilaterally to ensure maximum security and trust 
in the rest of the chain. However, CSCA certificates can also be obtained via Master Lists 
(explained below) and validated by other means. 
Document Signer Certificate (DSC) 
 
A DSC is a certificate that contains the information required to verify the digital signature on an 
ePassport. In contrast to CSCA certificates which remain relatively static due to the longer 
validity period, a large number of DSC will be created over time. While there are no minimum 
or maximum periods prescribed in Doc 9303 with respect to validity periods, the 
commonly‑held best practice is for a validity period of no more than 3 months or for signing 
100,000 travel documents, whichever is sooner. Border control in a receiving State validate the 
DSC associated with an ePassport against the CSCA certificate for the issuing State to confirm 
the document is authentic and has not been tampered with.  
Certificate Revocation List (CRL) 
 
CRLs are lists issued by States to revoke any of its certificates that have been compromised. In 
addition, CRLs also serve to confirm that no such revocations exist for any of their certificates. 
CRLs must be issued every 90 days, even if no certificates have been revoked since the 
previous CRL was issued 
 
Master Lists 
A Master List is a list of CSCA certificates that has itself been produced and signed by a 
Master List Signer of an issuing authority. The Master List Signer certificate is issued and can 
be validated through that authority's CSCA certificate. In simple terms, a PKD participant may 
bilaterally exchange CSCA certificates with a number of other States, authenticate the 
certificates and then assemble, sign and upload a Master List to the ICAO PKD that contains 
those CSCA certificates. Others who wish to obtain those CSCA certificates could then 
download this Master List.  
 
The publication of a Master List enables other receiving States to obtain a set of CSCA 
certificates from a single source (the Master List issuer) rather than establish a direct bilateral 
exchange with each of the Issuing Authorities or organizations represented on that list. 
However, the more instances of a CSCA certificate that a receiving State acquires—whether 
through multiple Master Lists, bilateral exchange, or both—the more confident the receiving 
State can be that the CSCA certificate they are using for validation is authentic. In this respect, 
Master Lists contribute to building and improving trust based on CSCA certificates.  
 
ICAO PKD 
For a digital signature to be an effective and efficient security feature, countries must exchange 
their respective certificates with each other. While both CSCA certificates and DSC can be 
exchanged bilaterally, the increasing number of States issuing ePassports and the 
correspondingly high volume of ePassports being issued would result in a highly complex, 
ineffective system that would be susceptible to errors. As such, ICAO created a system to 
facilitate the sharing of information between States: the ICAO Public Key Directory (PKD). The 
ICAO PKD is a centralized directory that offers an independent, organized, secure and cost-
effective online source for up-to-date information.  
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PKD participants can upload their respective CSCA certificates, Document Signer Certificates, 
Certificate Revocation Lists, and Master Lists to the ICAO PKD.  While PKD participants are 
required to submit their CSCA certificates to the ICAO PKD, they are not directly published in 
the directory for downloading. Rather, they are used by the PKD Operator to validate the 
Document Signer Certificates, Master List Signer certificates, and Certificate Revocation Lists 
of the issuing State before these items are published to the ICAO PKD and made available to 
PKD participants and other users for download. 
 
Collections of CSCA certificates are published indirectly to the ICAO PKD through Master Lists 
[of CSCA certificates] that are assembled, signed, and submitted by PKD Participants for 
others to download. 
 

ID Proofing with ID cards  
A national identity card is defined as an identity card with photo, usable as an identity card at 
least inside the country, and an official authority issues that. Driver's licenses and other cards 
indicating certain permissions are not counted as national identity cards but may be used for 
the purpose of identity validation. Over the last decade, National ID cards & Driving License 
cards have undergone a huge transformation; simple paper documents designed for single 
identification applications have given way to smarter documents in the form of a credit-card. 
These citizen ID cards or eIDs include a chip, holograms, other security elements and also 
MRZ codes. 
 
EZMCOM uses a combination of OCR & Machine Learning to identify national ID cards, extract 
identity information including photograph of the cardholder as well as perform fraud mitigation 
by analyzing the card for various security features that are made available in authentic ID 
cards.  

Supported Mobile Devices 
 

Mobile Platform ePassport National ID Card Driving License ID 

Android 5+  NO YES YES 

iOS 8+ NO YES YES 

Android 5+ with NFC YES YES YES 

 
 

Mobile SDK NATIVE IBM MobileFirst KONY CORDOVA 

Android 5+  YES YES YES YES 

iOS 8+ YES YES YES YES 

Android 5+ with NFC YES YES YES YES 

 

System Integration 
EZMCOM’s ID Proofing solution is available  as a mobile SDK and a customizable out-of-box 
mobile application. The SDK easily integrates with existing mobile applications be it native or 
hytbrid. 
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The server software provides a ticketing system to capture the KYC/ on-boarding results and 
allow review, completion, and further engagement with the users. The server software provides 
easy to integrate REST API to existing online application (web) portal that may exist to initiate 
the mobile KYC/ ID Proofing process. Furthermore, the server software can be enhanced to 
integrate with an existing case management software.  

EZMCOM Background 
EZMCOM is a security access provider for innovative and easy-to-use technology that can be 
deployed to protect users, data, and applications from credential theft, account takeover and 
breaches. 
EZMCOM is working with companies worldwide to change the way we authenticate and 
authorize – across mobile devices, servers, and workstations within enterprise and cloud 
services. 

EZMCOM’s Multi-Layer Multi-Factor Authentication Solution 

EZMCOM’s proposed solution comprises of a 100% software solution that includes SMS OTP 
and a mobile SOFTWARE TOKEN with multiple layers that work hand-in-hand and can work 
independently as well: 2-WAY Authentication, Challenge/ Response (Transaction Signing), PKI 
and Biometric 
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