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QUOTES FROM OUR CUSTOMERS

ON OUR RESPONSE PRINCIPLE
“Think of a house that has a fuse box containing 20 fuse locations, most banks cannot locate the fuse 
that has blown and shut down the whole electrical system. CAPTURE identifies the blown fuse without 
turning out all the lights. It doesn’t monitor individual anomalies but looks at the overall flow that 
cannot be seen until this day. CAPTURE provides algorithms that retrain on discovery, so reduces the need 
for expensive and scarce data scientists”

“CAPTURE closes down the impacted transactions and has the ability to look at the cause from 
source to end. Current TMSs don’t have that ability. CAPTURE addresses the need from a different angle 
and prepares fraud managers with smart, efficient decision with minimal customer friction. Making a 
decision on the customer’s own behavior instead of a model that captures all.” 

ON OUR TECHNOLOGY
“CAPTURE has an Open Source schema architecture that looks at the entire flow of transactions and 
not just an instant. It scales out for volume and uses AI and ML to identify unbiased anomalies and 
complements existing (legacy) systems. If there is a big attack it doesn’t close down the entire bank. 
Typical TMSs look at individual transactions but CAPTURE has a view of the entire flow of transactions 
and, therefore, can confine the damage.” 

“Structures the data and only present the data once and gives a single data view to manage.  Instead of 
throwing more people at the problem, CAPTURE adds more intelligence. The solution drives a single view 
of financial crime from a technology perspective. It takes away the pain of structuring and formatting 
data from different systems into stringent fraud standard APIs, which usually requires a high-level of 
resources and effort. 

BEYOND SIMPLE FRAUD
“Billions of payment transactions per day, which are more or less in real time, therefore, fraud 
action needs to give an answer in more or less real time. This doesn’t happen. A typical architecture 
design of a fraud transaction monitoring system does not scale to today’s transaction requirements. 
Scenarios applied are rules-based and pretty rigid. E.g. an 85 year old lady in NY withdrawing money 
at 3am in Latvia will trigger an alert. But that’s basic stuff which criminals know and avoid. Rules are 
often not retired so 100s of rules layer on top of each other. Criminals know how to avoid the rules 
and manipulate controls. Real time scalable architectures built on AI combination of AI, ML and 
standard rules are required.”

“CAPTURE creates a strong fraud foundation: it does the big structuring, formatting of the data – 
protecting against a black swan event but can also be very easily used to capture data for upstream 
intervention. Banks need to invest in intelligent technology.”
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The following report was commissioned by Belleron; however, the analysis and conclusions are CELENT’s 
alone, and Belleron had no editorial control over report contents. 

About Belleron 
Belleron was founded in 2012, by a group of seasoned financial crime, compliance and cybersecurity 
entrepreneurs. Its flagship product is the CAPTURE® platform, discussed below, and its SECURE® bespoke 
risk assessment method. 

Belleron’s solution portfolio began with fighting financial crime and has now moved to countering 
financial terrorism and financial innovation. Belleron serves in all three of these domains, implying 
various solutions based on proprietary methods and technology. 

About CAPTURE 
The CAPTURE® solution is an organized financial crime, terrorism and innovation executive-decision 
support and response system. The system is used in War Rooms and Boardrooms as the last line 
of defense when all else fails. The system provides trend intelligence about previously unknown, 
real-time massive attacks that operate beyond traditional system silos, peer groups, and accounts. 
The dashboard provides insights for executives, allowing them to pinpoint the exact impact of an 
attack without having to close the entire bank – instead, they can close only parts that are affected, 
before the attack becomes serious.

R I S K  M A N A G E M E N T  V E N D O R  L A N D S C A P E  ( N O T  E X H A U S T I V E )

CAPTURE® has an anomaly engine at its core, with RT fraud models included, which not only 
catch fraud but also geneates anomalies to provide the insights needed and safeguards financial 
institutions against massive attacks when all else fails.

W I T H  O R G A N I S E D,  I N T E L L I G E N T  R E A L - T I M E  R E S P O N S E

3



COMBATTING FINANCIAL CRIME AT SCALE 
BE READY FOR THE UNKNOWN

DETECTION & ANALYTICS - looking for “abnormal-abnormal” behaviour
With our approach the point of compromise is less relevant then the point of exit. We care when money is leaving the bank. 
But how to distinguish these compromised transactions in a huge stream of daily financial events? 

The answer lays in monitoring the “normal-abnormal” behaviour. This behaviour could be very typical and normal for your 
bank: everybody buys a new car, goes on a holiday, visits a sports event. But what if the entire bank decides to buy a new car 
at the same time? This is what we call “abnormal-abnormal” behaviour. By segmenting all transactions leaving the bank and 
counting all its meta data in multiple time-cubes we will look for sudden data drifts, indicating an unfolding attack.

PREVENTION & RESPONSE - respond to the attack, but keep the bank open
Predicting an attack in hindsight is always easy; that’s why there should be focus on Preventive Analytics. Seeing sudden data 
drift happening should initiate a process looking at the greater picture: what is happening now and what can explain this 
“abnormal-abnormal” behaviour the best?

The only appropriate response to Advanced Persistent Threats (APT) or Open Innovation Threats (OIT) is to reroute, doing 
everything possible not to close down the entire banking, payments or authentication systems; if necessary, a proportional 
response might involve closing down only a compromised part of the system. You can reap huge benefits from communicat-
ing to your customers clearly via the media when under attack to prevent worse, but more importantly, keep the bank open 
in the face of an attack.
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EXECUTIVE SUMMARY 

KEY RESEARCH QUESTIONS 

1 
Why are we seeing 
an increase in 
industrialized 
financial crime? 

2 Why have banks 
failed to mitigate 
financial crime? 3 

What steps must a 
bank take to protect 
itself from an 
attack? 

 

Banks remain a prime target for hostile actors because of their crucial role in 
intermediating funds. Increasing complexity and digitisation of the industry, a morphing 
ecosystem, and the introduction of open banking compound to make banks an even 
more appealing target for criminals. In particular, banks will be exposed to increased 
industrial-scale attacks — attacks that operate beyond traditional system silos, peer 
groups, and accounts.  
 
The threat of a large-scale attack is real, and if you haven’t been hit, it is likely a 
matter of when, not if. 
   
• The risk threat is moving rapidly to large-scale, persistent, adaptive, and 

sophisticated attacks. 
• Banks must monitor the whole ecosystem if they wish to mitigate cyber and financial 

threats. 
• A pervasive siloed approach to financial crime and cybersecurity will fail to stop an 

attack in an interconnected digital economy. 
• AI technologies can rationalise, streamline, and increase efficiencies across 

resourcing, processes, and operations, but layering on top of a siloed approach will 
not improve the ability to detect threats across the ecosystem. 
 

The report examines the need to manage crime associated with an unparalleled level of 
disruption. It recommends a strategy that monitors hundreds of thousands of different 
variables inside and outside the bank in real time and an early warning system that is not 
restricted by predefined thresholds. Banks will also require a support system that triggers 
and shapes executive decisions on how best to respond to a threat or isolate an attack.  

About this Research 
This research is part of Celent’s ongoing coverage of emerging technology in financial 
crime and compliance. It was commissioned by Belleron1, while Celent kept full editorial 
control. In addition to Celent’s extensive knowledge base, this research benefitted from 
detailed discussions with financial crime and compliance professionals from banks in 
Ireland and the Netherlands.  

                                                      
1www.belleron.net 
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INTRODUCTION 

Over the past ten years risk management has undergone profound and costly structural 
change. But this may be seen as a mere upgrade compared to what’s coming. 
Globalisation, digitisation, open banking, faster payments, cryptocurrencies, nonbank 
entrants, rapid innovation, high customer expectations, far-reaching regulations, and 
greater data transparency are challenging banks to find new ways to compete and new 
ways to protect their assets from “open” crime on an industrial scale. 

Banks have done a stellar job of detecting risk-sensitive customer activities at the 
account and transaction level. Traditional transaction monitoring or list screening systems 
deploy rules-based models to tune scenarios, supress non-issue alerts, and identify 
anomalous behavior. If activities fall outside of the predefined thresholds, an alert is 
triggered and triaged by an analyst.  

But scenarios are based on what we know; they don’t account for what we know we don’t 
know (“known unknowns”), for what we don’t know we don’t know (“unknown 
unknowns”), or for what risk scenarios should look like for emerging products and 
services.  

The introduction of AI moves the needle on detection by allowing inferences and 
decisions to be driven purely by the data, taking out human bias and the dependency on 
hard-to-adjust scenarios. Computing power, machine learning, advanced analysis, 
natural language processing, and intelligent process automation have the potential to 
automate highly manual processes, make low-level decisions — for example batch 
closure of look-alike false positives — and improve the speed and quality of analysis. AI, 
as a set of interrelated technologies, promises to greatly improve risk mitigation and 
overall operational efficiencies. 

This is all good, but it doesn’t get to the heart of the matter: the industry’s siloed approach 
to risk management. Large-scale attacks are meticulously planned and orchestrated 
across the organisation. Hackers circumvent financial crime (KYC, AML, and fraud) 
controls by behaving normally at the transaction level, but in totality their activities would 
be deemed suspicious. 

Without insight into what’s occurring across the ecosystem, banks will fail to stop or 
contain a large-scale financial attack. Bank executives have to imbue their organisations 
with a culture that is not averse to takings risks but that can quickly diagnose the risk 
environment. It needs to have in place a mitigation plan that is practical and well-
understood across the bank. The plan should include the protection of systems by design 
and an outcome that is coordinated, focused, and in responds in real time.  
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A MORPHING INDUSTRY  

 

 

 

 

 

 

The level of disruption hitting the industry has far-reaching implications for the banking 
ecosystem, profoundly affecting banks and their customers. Figure 1 shows the major 
influencers and cyber concerns of a rapidly changing banking ecosystem.   

Figure 1: Banks Open Doors to Disruption  

 
Source: Celent 

GLOBALISATION 
Globalisation and digitisation have transformed risk and crime. Lone wolves are now a 
rare breed; cybercrime has become an industrialised business. Organised criminals 
operate across jurisdictions with a P&L management structure that includes organised 
markets, exchanges, cryptocurrency payments and rapid monetisation, specialist 

Key 
Research 
Question 

1 
 

Why are we seeing an increase in industrialized financial 
crime? 

Globalisation, digitisation, open banking, and faster 
payments are all enablers of crime. The threat 

landscape has become exponentially bigger and 
more profitable, and by taking a hands-off approach 

to authentication, fraudsters can move more easily 
around systems with impunity. 
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operators, administrators, data scientists, insiders, outsourced service providers, and 
integrated supply chains.  

They cleverly adopt new technologies and methodologies to stay ahead. A report by 
McAfee in partnership with the Center for Strategic and International Studies (CSIS) 
estimates that cybercrime costs businesses close to $600 billion, or 0.8% of global GDP, 
and it will continue to climb.2  

DIGITISATION 
Banks’ digital strategies began in earnest in 2012, while the online channel dates back to 
the late 1990s. But it’s a strategy still in full flight that requires a fundamental pivot from 
the slow, risk-averse, and incremental approach taken by banks to an agile offering of 
digital applications. Services must be multifunctional, omnichannel, and convenient with 
low-friction transactions. Digitisation increases the threat landscape, and by taking a 
hands-off approach to authentication, fraudsters can take advantage of anonymity and 
move more easily around systems.  

OPEN BANKING 
Banks hold the authoritative record of everything we spend, lend, and borrow — from 
utility bills to mortgage payments to weekly spending on groceries, travel, and coffee. 
Historically, there has been little to no competition from outside of the banking industry. In 
effect, banks enjoyed a monopoly over data that has helped them get away with 
mediocre service and fend off newcomers with better ideas. This has begun to change. 

The European Union’s Payment Services Directive version 2, PSD2, which became law 
in January 2018, requires banks to open up their payments infrastructure to trusted third 
party providers. The intent is to open up the banking industry to more competition and to 
hand more power back to customers. To make this happen, banks have to provide 
access to account and payment data to enable third party developers to build 
applications and services around the bank. So-called “open banking” introduces more 
parties into the equation, and in doing so, lessens the bank’s perimeter defences and 
increases its exposure to financial and economic crime. 

There are inherent risks and opportunities in sharing data. The legislation mandates that 
data is transferred through open application programme interfaces (APIs). Open APIs 
purposefully bypass the bank’s perimeter firewalls in order to supply all the data third 
parties need. The need for guardrails to support protections for the privacy and security 
of personal data that moves around the globe creates a formidable infrastructure 
challenge for banking. Furthermore, regulations stipulate that entities have to use 
mutually authenticated open source and standard formats that are as accessible to 
hackers as they are to developers. 

APIs significantly open up the bank’s attack surface to malicious users such as malware 
coders, API developers’ errors, automated web scraping, and website and mobile API 
hijacking. As a newer technology, APIs are going to introduce unknown risks, specifically 
around authentication management. There’s also the risk that APIs could simply stop 
working due to bugs in the software.   

FASTER PAYMENTS  
The desire for customers to have instant access to buy and sell on their phone or 
wearable is shaped by nonbank digital experience, and the industry is reacting with a 

                                                      
2The Economic Impact of Cybercrime – No Slowing Down, report from McAfee in partnership with the Center for 
Strategic and International Studies (CSIS). 
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push to real-time transactions. Countries are playing catch up with acceleration in the 
numbers of them implementing real-time infrastructures.  

Real-time is an enabler of fraud, with only milliseconds to check the transaction. Once 
money has left the bank, the transaction is irrevocable. Faster payment transactions also 
put more pressure on logins and password security and make it easier for fraudsters to 
scam login details and break into accounts.  

Few banks have the capabilities to prevent a crime in real time; moving from several days 
to secure a transaction to real-time identification of a suspicious activity is a big ask for 
many banks.  

CRYPTOCURRENCIES 
We’re a long way from reaching consensus on whether to embrace cryptocurrencies or 
how to approach and regulate virtual currencies. Some of the largest banks see 
cryptocurrencies as a new asset class, one at war with fiat money; that war will be fought 
on regulatory issues. 

The intentional design of cryptocurrencies is to ensure anonymous (or at least pseudo-
anonymous) transactions that do not rely on a third party like a bank. There is little to no 
personally identifiable information about the payer or the payee transmitted in a 
transaction itself, and currencies are easily monetised into cash. This level of anonymity 
makes cryptocurrencies an ideal exchange for transacting illegal activities — such as tax 
evasion, black market transactions, financing terrorism, avoiding sanctions, and enabling 
ransomware payments and money laundering schemes.  

It should be noted that cash shares at least two important attributes of cryptocurrencies 
— anonymity and relative ease of use. Banks need to have a plan in place that will 
protect themselves and their customers from digital currency crime. And, as with cash, 
they must follow the money using similar methodologies to AML/KYC compliance. 

The potential of cryptocurrency is unknown, but the potential for fraud is known, and 
regardless of the industry’s disdain of virtual currencies, banks need to be prepared for 
when or if cryptocurrency wallets become part of the mainstream payments ecosystem.   

REGULATIONS 
2018 will be synonymous not only with General Data Protection Regulation (GDPR) and 
PSD2 but also with a dramatic turning point in the public’s perception of the safety of their 
data. High-profile data breaches, increased fraud, questionable use of data on social 
media, and headlines claiming wide-scale political manipulation have raised the notion of 
data safety in the public’s collective conscience. 

With the potential for punitive fines for noncompliance, most banks’ immediate response 
has been to focus narrowly on the required compliance processes; as such they have 
underestimated the operational challenges of the legislation. Banks are beginning to 
recognise that the implications stretch well beyond regulatory obligations, involving data 
strategy and IT architecture. A strategy that does not reflect targeted changes at the 
technology and infrastructure layer required to share data will struggle to compete in an 
interconnected future. At best a bank will be able to detect breaches, but it will not be 
ready to actively manage privacy across its ecosystem.  

Faced with the risk of only being able to highlight and report problems when they occur 
and with few tools to make informed choices about the way that data is actually being 
managed and protected, banks are now challenged to transform their privacy efforts to 
compete in an economy where huge volumes of data are being produced, combined, 
shared, analysed, and applied (with the customer’s consent) for commercial advantage. 
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Furthermore, the sheer number of emails to attain data consent has significantly 
increased the threat vector for email scams and identity theft.  

Regulatory complexity, explosive data requirements, incumbent poor data quality, and 
focus on compliance will only empower criminals to a higher level of anonymity as they 
move around the ecosystem.  

INNOVATION AND FINTECH 
According to industry estimates, global fintech funding topped US$31 billion for 2017, 
fuelled by US$8.7 billion in Q4. Fintech is making impressive inroads into the banking 
sector, often through partnerships, and criminals are taking advantage of this disruption. 

Innovation and fintechs have transformed the criminal economy as dramatically as they 
have every other portion of our economy. For example, criminals are moving to the cloud 
to execute large-scale attacks on banks. “Ransomware-as-a-Service” cloud providers 
efficiently scale attacks to target millions of systems, and attacks are automated to 
require minimal human involvement.   

Despite this, there’s a lack of security design built into new products. Nonbank entrants 
are conducting functions such as instant fund transfers and instant loan approvals, but 
their products are not always designed with security in mind, and their operations are 
found wanting for adequate and effective cybersecurity measures. This gives fraudsters 
an opportunity to take advantage of the system and exploit vulnerabilities and limitations 
within the digital payments process.  
 
Whether the responsibility for an attack is that of the bank or a nonbank service provider, 
the bank’s reputation is at stake, and the fallout can be catastrophic. And at the end of 
the day, the bank bears the ultimate responsibility. 
 
The megatrends discussed above are bringing opportunity, challenges, and risk to the 
banking industry.  The risk threat is moving rapidly to large-scale, persistent, adaptive 
and sophisticated unknown attacks. Banks must monitor the ecosystem — which means 
analysing millions of different variables and trends in real time, inside and outside the 
bank, When an attack is inevitable, the bank must be able to contain the impact by 
shutting down the areas of compromise and keeping open the rest of the bank. Yet their 
approach today is inadequate; let’s examine why. 
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THE SILOED APPROACH IS NOT WORKING 

 

 

 

 

 

 

Today, a typical financial crime division is plagued by operational inefficiencies. Detection 
systems spit out crippling numbers of false positives, compliance departments have 
ballooned in size, budgets have risen dramatically, and banks are required to comply with 
complex regulatory burdens. 

At the crux of the problem is the industry’s stubborn siloed approach to managing risk. 
Banks continue to operate monitoring and detection systems with limited and rigid rules 
by channel or product or risk domain. Figure 2 shows a typical siloed financial crime and 
compliance structure that feeds into strategic, governance, and operational risks.   

Figure 2: A Typical Bank’s Financial Crime Compliance Structure Is Siloed by Channel, Product, or 
Domain  

 
Source: Celent 

Banks operate too many detection systems that have become so complex as to be 
detrimental. Separate systems, heavy customisation, layered fixes, multiple iterations, 
multiple handovers, and manually controlled processes hinder banks from detecting fraud 
and being compliant. 

 

Key 
Research 
Question 

2 
 

Why have banks failed to mitigate financial crime? 

 

At the crux of the problem is the industry’s stubborn 
siloed approach to managing risk. Banks have 
created serious operational challenges across 

financial crime management. 
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Banks have created serious operational challenges including:  

Data: Transaction monitoring systems are one of the biggest consumers of data across a 
bank, but they were not designed to mine or compute big data. Systems struggle to 
handle data quality, data complexity, or extensive data flows or to share data, and they 
do not have the capabilities to crawl the internet to link hidden connections. 

Systems work mostly with “structured” (which is at best semistructured) data, using 
relational databases, and compute simple Boolean operations. Because internal data is 
often not enough to make a final decision on an alert, or to document it, analysts have to 
rely on external information sources. These may include official watchlists and 
commercial databases, public databases, news and media sources, and social media. 
The process is time-intensive and dependent on the judgment of the analyst to piece 
together the evidence from the available sources. 

Rules-based analysis: The reliance on subjective analysis and simplistic rules, 
determined by a limited number of generic attributes, has a debilitating effect on the 
detection and prevention of money laundering or fraud. Banks tend to rely on similar 
approaches to building risk profiles and calculating risk scores as they have used for the 
past ten years. Scoring is based on a matrix of risk factors, such as geography of the 
customer or the customer’s counterparties, business type and occupation, expected size 
and velocity of transactions, and financial products used. These factors are well 
understood and easily gamed by criminals, who create personas typical of low-risk 
customers and mask sources of funds.  

The failure of banks to accurately analyse vast amounts of structured and unstructured 
data, resulting in suboptimal tuned detection engines, has led to the most visible problem 
across the industry — that of crippling false positive numbers and the inability to spot 
false negatives. 

False positives: Banks have to monitor billions of transactions and investigate millions of 
cases each year. The lack of automation and the need to manually triage false positive 
alerts is a problem that is now out of control and not sustainable. The time spent on 
investigating a false positive is usually between 5 and 30 minutes and, if scored for 
further scrutiny, each investigation can take hours and sometimes days. It is not just 
analysts that work on these cases; account managers are often pulled into an 
investigation to answer Know Your Customer (KYC) and Customer Due Diligence (CDD) 
questions to help resolve false alarms. The number of analysts now required to manage 
false positives is startlingly high. Bigger banks report upwards of 8,000 resources in their 
compliance departments, with a continuous rotating door of analysts.   

It is not just financial crime divisions suffering from false positives. Across cybersecurity 
groups, most firms only have the ability to investigate approximately 56% of the security 
alerts per day, and 44% of security operations managers see more than 5,000 security 
alerts per day.3 

False positives are also blamed for $2 billion of legitimate orders turned down by retail 
customers because of falsely declined transactions.4 

Fraudsters play on a bank’s inadequacies. In several recent attacks, fraud departments 
have been flooded with fake customer requests creating noise and distraction. In the 
chaos, analysts turn their focus to these requests, and the attack takes place as part of 
the noise and, therefore, has a greater chance of succeeding.     

                                                      
3Used with the permission of https://thenetwork.cisco.com/. Cisco 2017 Security Capabilities Benchmark Study 
4Kount eBook – The Silent Sales Killer: False Positives 
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CRIMES GROW IN SOPHISTICATION, SCALE, AND DARING 
Table 1 provides a handful of examples of large-scale financial crimes against banks 
dating back to 2015. Grasping the immensity and daring of these crimes is a daunting 
task for most banks but a task that has to be tackled. 

Table 1: Banks Remain a Prime Target and Crimes Are Relentless, Technically Sophisticated, 
Daring, and Show No Signs of Slowing  

CRIMES DATE DETAILS OF HEIST  

SWIFT WELLS 
FARGO, BANCO DEL 
AUSTRO, AND 
CITIBANK HEISTS 

January 2015 
and May 2016 

Over 10 days, Wells Fargo approved transfers of Ecuadorian 
Banco del Austro (BDA) funds of US$12 million via SWIFT. 
These funds were stolen by unidentified hackers. New York-
based Citibank also transferred US$1.8 million in response to 
fraudulent requests made through BDA’s SWIFT terminal, 
according to the BDA lawsuit against Wells Fargo. 

CARBANAK HEIST    February 2016 

 

Russian-based Carbanak hackers gained entry into an 
employee’s computer through spear phishing, infecting the 
computer with the Carbanak malware. The hackers remained 
covert for almost two years inside the perimeter of nearly 100 
banks worldwide and stole approximately US$1 billion, cashing 
out through multiple channels including ATMs.   

SWIFT 
BANGLADESH  
BANK HEIST  

March 2016 

 

Hackers stole the computer credentials of a SWIFT operator at 
Bangladesh Bank, installed six types of malware on the bank’s 
systems, ran a series of test, and then began sending 
fraudulent payment orders via SWIFT. The Federal Reserve 
Bank of New York approved four fraudulent requests to send 
$81 million from a Bangladesh Bank to cyberthieves’ accounts 
in the Philippines. 

ATM CONVENIENCE 
STORE HEIST 

March 2016 A total of ¥1.4 billion in cash was stolen from some 1,400 
convenience store ATMs across Japan in the space of two 
hours. In each of the 14,000 transactions, the maximum 
amount of ¥100,000 was withdrawn from Seven Bank ATMs 
using the fake credit cards. 

BITCOIN HEIST August 2016 Hackers breached the Bitcoin exchange Bitfinex, stealing 
roughly US$61 million from various consumer accounts. The 
hackers bypassed Bitfinex’s mandated limits on withdrawals. 

TESCO HEIST November 2017  Hackers siphoned off £2.5 million from 9,000 Tesco accounts 
in what has been described as the most serious attack to ever 
hit the UK’s banking sector. The attack occurred through 
Tesco’s online banking system, affecting 20,000 accounts in 
total. 

CRYPTOCURRENCY 
THEFT 

2018 Roughly US$1.1 billion worth of cryptocurrency was stolen in 
the first half of 2018. There are an estimated 12,000 
marketplaces and 34,000 offerings related to crypto theft on 
the dark web. The malware is sold for an average price of 
US$224. 

Source: News websites and publically available data 

Celent believes AI is a robust set of technologies that are well-suited to help with current 
challenges and inefficiencies in mitigating such financial crimes — as listed in Table 1. 
Banks must develop an AI governance strategy that includes the proper internal 
stakeholders, determines the initiatives to pursue and define and measure desired 
outcomes. It is our hunch that it should mirror a bank’s digital risk strategy. 
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IS ARTIFICIAL INTELLIGENCE THE ANSWER? 

 

 

 

 

 

 

 
As customers, we have witnessed improvement in fraud prevention, customer-friendly 
fraud controls, and customer communications. For instance, geolocation anti-fraud 
systems can crunch data fast enough to quickly detect a fraudulent transaction based on 
the location of the purchase and the location of the mobile. The system automatically 
notifies the customer of the transaction, and the customer can decline or accept the 
transaction. This is great for one-off fraudulent activity, but systems are not set up to 
prevent or detect the onset of more organised, sophisticated cyberattacks. 

Banks are now turning to an AI technology strategy for an answer. There is a notable 
proliferation of proofs of concept in progress, where banks partner with fintechs or more 
established financial crime providers or niche analytic firms. Not surprisingly, the vendor’s 
choice of AI capabilities is heavily influenced by its core capabilities.   

AI technologies bring opportunities to rationalise, streamline, and increase efficiencies 
across resourcing, processes, and operations. The expected benefits are lower costs, 
increased efficiency, enhanced quality, sustainability and perhaps better morale by 
shifting processes away from repetitive tasks to higher-value activities. Based on early 
examples in other industries, banks have a greater possibility of maintaining control, 
staying open for business during the attack, and ultimately winning the fight. 

Celent defines AI in banking as technology that makes inferences and decisions that 
used to require direct human involvement. AI is a series of fundamental and interrelated 
technologies underpinned by machine learning and natural language. AI is not just better 
technology. It is not faster processing, bigger data sets, or even thousands of rules rigidly 
applied. These advances have yielded powerful results, but they’re performing old tasks 
better. Critically, AI can respond to ambiguous real-world inputs probabilistically. Building 
off the fundamental technologies to apply them in a banking context yields four main AI 
applications today: analytics; chatbots; robotic process automation (RPA); and report 
generation.  

Figure 3 lays out the basic AI relationships between the foundational technologies and 
banking applications; all depend on massive amounts of data. 

Key 
Research 
Question 

3 
 

What steps must a bank take to protect itself from an attack? 

Banks should consider a centralised AI approach to 
financial crime management — developing a 

system that monitors transactional operations 
across the ecosystem to pinpoint areas under 

attack. And, when all else fails, executives have to 
be in a position to shut down only the systems that 

have been compromised.   
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Figure 3: Fundamentals of Artificial Intelligence in Banking  

 

Source: Celent, Artificial Intelligence in Banking: Where to Start?  

In the arena of risk, AI capabilities combine to analyse and process tasks and certain 
decisions that previously required a human to perform. Today’s AI is not yet ready to 
displace humans; instead it will augment them, letting them move into more value-adding 
activities, freeing them from rote actions, making them more efficient, and performing 
calculations that would be physically impossible for a single person. 

It is important to understand that AI does not exist in a vacuum. Its capabilities will be 
intertwined with the development of all other technological innovations.  

Figure 4 shows the progression from incumbent technologies to next-generation AI 
technologies. 

Figure 4: Evolution of Financial Crime Management to AI Techniques  

 

 
Source: Celent 
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COMPUTING POWER 
Computing power enables banks to rapidly drill down through thousands of data rows to 
make informed assessments that an analyst simply cannot reach quickly enough. It has 
the capacity to process more data than an analyst ever could. Once the data is 
normalised and categorised, it can be matched against behavioural patterns, asset 
information, vulnerability information, watchlists, and data lists to determine relationships 
in real time. The use of in-memory processing can help banks segment and prioritise 
more complex and riskier activities. 

MACHINE LEARNING 
ML is a centrepiece technology of true AI. It takes place when computers change their 
parameters/algorithms on exposure to new data without needing to be reprogrammed by 
humans. The biggest benefit of ML is that, by processing more data than a human ever 
could, and then using that data to teach itself by spotting patterns that, again, would be 
hard for humans to identify, it will be able to draw insights that previously would have 
remained undiscovered. The ability to retrain and recalibrate models and automatically 
adjust thresholds and parameters is a powerful tool for banks. 

A subset of machine learning is deep learning, which uses neural networks (inspired by 
the structure and function of the human brain) to adjust parameters based on new 
information. Deep refers to the number of layers in the neural network. It provides the 
ability to associate patterns with outcomes; this is particularly useful in recognizing 
suspicious behavior and to classify alerts as being of high, medium, or lower risk.   

ADVANCED ANALYSIS 
Data analysis of texts, images, and audio will greatly expand the universe of data that 
can be analysed in a meaningful way.  
 
Semantic Analysis applied to large data sets containing multiple instances of the same 
entities can help leapfrog issues such as name variants.  Semantic analysis assesses the 
latent risk of an entity in the context of a larger corpus of negative news content, without 
the complexity and cost of data normalisation.  

Link Analysis of entities and social networks uncovers who’s who and who knows who. 
It connects hidden activities and relationships at a network dimension. 

Threat Modelling can be used to address the underlying sub-threats and root causes of 
higher-level threats. An outlier model optimises the bank’s network security by identifying 
objectives and vulnerabilities, while Regression / Random Forest models will identify 
points of compromise and calculate the impact of countering threats. An ensemble of 
these models enables the bank to put in place countermeasures to prevent, or mitigate 
the effects of, threats to the system. Such a threat could be a denial-of-service attack that 
will compromise the assets of a bank, for instance.  

ROBOTICS 
Robotic Process Automation handles routine and smart processes that join robotics 
with intelligent automation (IA) to enable the automation of workflow tasks that require 
decisions.  

RPA is a growing feature in KYC checks and regulatory obligations, where automation is 
used to bring in data, run compliance checks, and capture and record information. 
Unsupervised RPA can be deployed to automate rote work and achieve the quick 
resolution of false positive alerts. Supervised RPA can support the analyst in tasks such 
as copying and pasting or navigating between systems and screens to expedite the 
evidence-gathering processes. 
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Intelligent Automation combines analytics, workflow, and RPA with capabilities such as 
ML to streamline and optimise processes. IA can significantly improve efficiencies, 
consistency, and decision-making. 

NATURAL LANGUAGE PROCESSING 
NLP uses human communication, naturally spoken or written, as an input to prompt 
computer activity. The human’s unstructured words are parsed and converted into 
machine-readable instructions. Once the programme has understood and processed the 
instructions, it responds in a computer-friendly format, a useful graph, or spoken or 
written plain language. It can be used to parse, analyse, and prepopulate part of the 
regulatory filing narratives. This saves analysts’ time in the manual compilation of efilings 
and reduces human errors.  

In aggregate, big data, behavioural analysis, outlier detection methods, mechanisms to 
obtain feedback from analysts, supervised learning models, and surgical automation of 
processes will significantly improve detection rates and financial crime technology 
performance. 

WHEN ALL ELSE FAILS  
But when all else fails and a bank is under attack, it must do everything it can to limit the 
impact of the attack. To do this banks require an early warning system that feeds real-
time intelligence to identify systems under attack.  

An early warning system will include: 

• A process to immediately notify the bank’s security operation centre.  
• Firewalls that block external access on IP or port range. 
• A process to set the bank’s online banking environment to read-only mode. 
• Triggers to block specific OS or device types in the API authentication layer. 
• Prevention of an attempted login from a country which is involved in the point of 

compromise. 
 

The decision to isolate or shut down compromised areas of the bank has to be made at 
the executive level and requires sound and precise real-time intelligence. Intelligence that 
is based on insights from across the bank’s ecosystem and from external security 
intelligence sources. 

AGREEING ON A THREAT INTELLIGENCE SHARING PROGRAMME 
Even though banks recognise the value of sharing threat intelligence, few have 
implemented an integrated threat intelligence sharing programme, and even fewer 
participate in sharing threat intelligence externally. Moreover, there is not yet consensus 
as to what threat intelligence consists of and how best to exchange the intelligence. The 
limited application of programmes means that the banking industry is missing out on a 
powerful opportunity to get in front of financial threats and cyberthreats.   

A central threat intelligence programme disseminates threat intelligence and indicators of 
compromise across the industry so that banks have the necessary information to 
proactively detect and prevent current and future threats to their organisation. Intelligence 
provides information on the adversary, how and why a bank may be attacked, which part 
of the bank’s network is likely to be attacked, how to detect the attack, what actions to 
take to prevent the attack, and what to do following a compromise. 
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The goal to thwart threats can only be reached by the collective objectives of a shared 
industry that includes the endorsement of threat intelligence sharing community 
platform(s), an agreed language and exchange standards, the sharing of best practices, 
and a willingness to partner with government and law enforcement agencies and 
cyberintelligence vendor specialists.  

While AI brings the promise of greatly improved operational efficiencies, cost reductions, 
and detection analysis, AI layered on siloed systems will improve siloed systems, but it 
will not prevent large-scale financial crimes. Banks must take a holistic view of crime 
across the ecosystem and design solutions with security in mind. It is also the bank’s duty 
to create a culture of risk awareness and to be more willing to collaborate and share 
intelligence.  

 

 
 
 
 
 



 

C
ha

pt
er

: P
at

h 
Fo

rw
ar

d 

15 
 

PATH FORWARD  

There is inevitability about the use of AI in financial crime management, a discipline that 
is highly processed and costly, requires disproportionate staffing and management 
oversight, is easily taken advantage of by fraudsters, and, when it fails, has dire 
consequences. But, as banks eagerly invest in innovation labs and begin proofs of 
concept, it is essential to take a top-down single approach to the mitigation of financial 
crime. And, like any project, there are a few key success factors that banks should 
consider when undergoing an AI technology-driven implementation: 

Educate all to the potential of AI. Evangelise the bank’s AI strategy and emphasise that 
its purpose is to complement the work of analysts: When the cost of prediction falls, there 
will be an increase in demand for human judgment.  

Develop a governance programme. AI governance should reflect the bank’s Risk 
Appetite Statement. It is important to bring internal stakeholders from each of the risk 
domains and regulators to the table to determine the mechanisms that will minimise risks 
and possible downsides of AI and autonomous systems.  

Agree on a Charter. A Charter keeps teams focused on the objectives by clearly 
defining what is in and out of scope. It identifies who should be involved, names project 
roles and responsibilities, and serves as a reference point when making decisions. 

Order data. Data is the foundation of any successful operational initiative. A bank can 
benefit from data management structures already in place. There should be no reason to 
reinvent the wheel. 

Prioritize initiatives and identify “big wins.” Banks should work toward initiatives that 
have a high and immediate impact. There are several to choose from in the domain of 
financial crime. 

Provide metrics. Design tracking and feedback mechanisms from the beginning so that 
management can gauge progress from the outset and make the inevitable adjustments 
based on full information. 

Don’t go it alone. AI is a new and emerging technology with relatively few experts, and it 
is recognised that there is no quick fix to this problem. Banks should look to trusted 
partners to help them in their AI journey. 

Above all, banks must have the ability to monitor inside and outside their perimeters as 
the industry rapidly morphs into an open and thriving marketplace, where all are 
welcome.  

 

 

 

Was this report useful to you? Please send any comments, questions, or suggestions for 
upcoming research topics to info@celent.com. 
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LEVERAGING CELENT’S EXPERTISE 

If you found this report valuable, you might consider engaging with Celent for custom 
analysis and research. Our collective experience and the knowledge we gained while 
working on this report can help you streamline the creation, refinement, or execution of 
your strategies. 

SUPPORT FOR BANKS 
Typical projects we support related to financial crime include: 

Vendor short listing and selection. We perform discovery specific to you and your 
business to better understand your unique needs. We then create and administer a 
custom RFI to selected vendors to assist you in making rapid and accurate vendor 
choices. 

Business practice evaluations. We spend time evaluating your business processes, 
particularly in financial crime, regulatory, and compliance areas supported by technology. 
Based on our knowledge of the market, we identify potential process or technology 
constraints and provide clear insights that will help you implement industry best practices. 

IT and business strategy creation. We collect perspectives from your executive team, 
your front line business and IT staff, and your customers. We then analyze your current 
position, institutional capabilities, and technology against your goals. If necessary, we 
help you reformulate your technology and business plans to address short-term and long-
term needs. 

SUPPORT FOR VENDORS 
We provide services that help you refine your product and service offerings. 
Examples include: 

Product and service strategy evaluation. We help you assess your market position in 
terms of functionality, technology, and services. Our strategy workshops will help you 
target the right customers and map your offerings to their needs. 

Market messaging and collateral review. Based on our extensive experience with your 
potential clients, we assess your marketing and sales materials — including your website 
and any collateral. 
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